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HoBoe nokoneHue
MobunbHou I

©

[lo6po noxkanoBaTtb

B Kpunt Yy
punToKnio KpuntoKniou — coBpemeHHoe M0o6UALHOE
Ans Hayana paboTbl 3aperncTpupyiTe

npoduns NMnpunnoXeHme, KOTopoe NMno3BOJIAET

Noab30BaTeNsaM NpPocTo, yA406HO

N MaKCMMaibHO 6e30MacHO NOAMUCHIBATb
AOKYMEHTbI 31€KTPOHHOW MOAMUCHIO
C NOBbIX MOBUJIBHBIX YCTPONCTB.

Knioun nonbsosatens xpaHatcs

Ha MOBU/IBHOM yCTpOMICTBE

B pacnpeaenéHHoM (Mexay cepeepom
M MOBUNbHBIM NPUIOXKEHUEM) BUAE.

YHuKanbHasa ABYCTOPOHHAA CXeMa NOANMUCH

Hun knneHTCKas, HXU cepBepHas YacTn CUCTEMbl HE MOTYT NOANMCATb
AOKYMEHT caMoCToATeNnbHO, 6e3 B3auMoAeNCTBUSA APYr C APYrOMm

Peanmnsauus Takoro 3awueHHoro PelLeHUe ABNSieTCA COBMECTHOU pa3paboTkoii
MexaHM3Ma NoANMNCaHNA JOKYMEHTOB AaeT KomnaHuii STCrypt n KpunTollpo, noctpoeHo
BO3MOXHOCTb CO3JaBaTb HOBble YA06HbIe Ha 6a3e NnporpaMmmMHoro komnnaekca Kpmntollpo
1 6e30nacHble UMPpPOBLIE CEPBUCHI ANA Kntou.

rpaxgaH, 613Heca 1 rocygapcrea.



[TprMeHeHue

0 K3l B akKpeamuToBaHHbIX YL, A514
MCMONb30BaHNA B Pa3INYHbIX CUCTEMax

0 H3M/K3MM ana opraHusaumnm BHyTPpEeHHEro
3,0 B KpYMHbIX KOPMNOpPaLnsax

0 K3 a4na ncnonb3oBaHWs Ha 3N1I@KTPOHHbBIX
ToproBbIX Niowaakax (3TM) 1 B cncremax
3N1eKTPOHHOro floKymMmeHToo6opoTa (3/10)

0 WHTterpaumus c cepprcamm MY/,

Bo3sMoxHOCTH

® (Co3zpaHue HIT, K3T
® [loanuncaHve JOKYMEHTOB Jiloboro popmata

CncteMa MOXeT 6bITb KaCTOMU3MpPOBaHa

ANS KOPPEKTHOW BU3Yyanm3aLmm CNoXHbIX
CTPYKTYPHbIX OKYMeHTOB (Hanpumep, XML-
$aiinos 1 NO6LIX JPYrmx cBO60AHbLIX GpOpMaTOB)

® lcnosnb3oBaHMe annapaTHbIX TokeHos no NFC nan
nytem GpU3nNYECKOro NOAKIHYEHUS K YCTPOCTBY
yepes USB

® [IpyIMeHeHVe pasINYHbIX CXeM ayTeHTUUKaLN
NnoJib30BaTesNs, BKIOYass BOSMOXHOCTb NHTerpaLmm
CO CTOPOHHUMU LieHTpaMu naeHTudmnKaLmm no
npoTokony OAuth 2.0 (B T.4. C KOPNOPaTVBHbLIM
JloMeHOoM Ha 6aze MS AD 1 OpenLDAP)

® |lIpoKKMii BLIOOP BapUaHTOB O4YHO
naeHTduKaumm: B otaeneHusax YL, Ha mecte
rcrnonb3oBaHua K3M B opraHusaLumm no
OMepaTopCcKOMY AOroBOpPY, Bble3AHOWN CepBuC

H3M/K3M B cepBuUcax, o6ecneumBsaoLLmx
B3aMMoAelrcTBME rpaXkaaH ¢ rocyAapcTBom
(pernctpauysa caefiok C HeABVXXNMOCTLIO,
NnoJsly4eHvie HasoroBbIX BLIYETOB 1 Mp.)

H3M/K3MM B KpeANTHbIX YUpeXKAeHUsX 4114
opraHusauum b0, 3amTbl TpaH3aKUMIA,
BblZauy 6AHKOBCKMX FrapaHTUii, KpeaUTOB 1 Np.

H3IM/K3MM B cepBUMCcax, o6ecrneumBaloLLnX
B3aMMOZAEeNCTBUE LOPUANYECKUX NNL,

C rocyaapcTBoOM (perncrpaLms oHAanH-kace,
CAa4a HaNOroBOM OTYETHOCTY 1 Mp.)

CKOPO

® Buinyck K3 yepes EBC (EgmHas

bromeTpryeckas cucTema)

® Bbinyck H3IMM vepes ECUA (Tocycnyrin)



[lpenmyLuecTBa

-~

MakcnmanbHas cTeneHb
3aLUNTbI

B peLueHnr NCnonb3yTes Kaoun, KoTopble
XPaHATCS 3aLLUMLLEHHBIM 06Pa30M

B pacrnpesenéHHOM (Mexay cepBepom

I MOBW/IBHBIM MPUIOXEHMEM) BUZE U He
KOMMPOMETUPYHOTCS B C/lyYae NnoslydeHus
3M10yMBbILLNIEHHUKOM A0CTYNa K:
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YCTPOMCTBY  CepBepPHOl namsaTu
KOMMOHEHTe  YCTPOMCTBa*

*8 mom Yyucsie onepamugHol

o
-

o

Ypo6¢cTBO NCNOJIb30BaHUS

Monb3oBaTenn He MpUBA3aHbI

K MepcoHanbHOMYy KOMMbIOTEPY 1 MOTYT
ornepaTVBHO NOAMMUCHIBaTb 31€KTPOHHbIE
LOKYMeHTbl Yepe3 MObUbHOE NMPUIoXeHne
B t060M MecTe 1 € 1H60ro YCTponcTBa

Yp06HbIN
KJIMNEHTCKUIA NyTb —

npocTas reHepauus karoyein 3
C MOMOLLIbKO MOBUIBHOMO MPUIOXKEH S

%
N

CooTBeTCTBMUE
TpeboBaHUAM
3aKoHoAaTe/IbCTBA

PelleHVe NocTpoeHo Ha base
cepTUdMLMPOBAHHBIX MPOAYKTOB A/SA
MOBWIBHOW 3NEeKTPOHHOIM MOAMNWCK, YTO
MO3BOAUT* peann3oBbiBaTb MOBUAbHbIE
CepBUCbI B MOJIHOM COOTBETCTBUU C
TpeboBaHUSIMY 3aKOHOZaTeNbCTBA PO

K*nome 3a8epweHusi npoyedypsl cepmupukayuu j

BbiCOKMA ypOBEHb
TeXHNYECKOW Nnoaaep >KKun

® [1pv pa3BepTbiBaHUN PeLLUEHUS BHYTPY
COBCTBEHHOW MHGPACTPYKTYpPBbI
noaep>ka oCyLLecTBASAeTC OMbITHbIMA
1 KOMMeTeHTHbLIMUY cneuyanuctamm STCrypt
B COOTBETCTBUM C COr1acoBaHHbIM SLA

Mpw NCNoNb30BaHUN CepBu1Ca B pexrme Saas
NnoAAep>Kka OCyLLeCTBASEeTCH BblIbpaHHbIM
napTHepom-YLl, KoTopbIi 0becrneynBatoT
BbICOKMIA YPOBEHb OTKa30yCTONYMBOCTM
cepsuca




Bapl/IaHTbI NMCIMOJIb3OBaHMA

MocTpoeHue cucTembl Wcnonb3oBaHue cepBuca
noAnMMCcaHVs AOKYMEHTOB BHYTPU B pexxmMe SaaS ¢ npocTbim

COBCTBEHHOM NHOPACTPYKTYpPSbI NOAKNHOYEHVEM

BcTpaviBaHuve pelueHus Co3gaHue Ha base peLueHnst
B roToBble MOBW/bHbIE COBCTBEHHbIX YHMKaNbHbIX
NPUIOXEHNS MOBUbHBIX MPUTOXEHNIA

OcobeHHOCTH

peannsaumm
T3 cornacosaHo ¢ ®Cb HoBebIi HoBbIl [MpeemcTBEHHOCTL
Poccun cepTUdUnLMPOBaHHbIN cepTUdULMPOBAHHbIN nHTepdecos
Kpuntollpo HSM 2.0 R3 Kpuntollpo CSP 5.0 R3 B3aMMOZENCTBUA
(6ecoBHast Murpaums
PeweHue Haxodumcsa Ha 3agepuwaroujeM smane npoyecca cepmuukayuu ¢ KpunTollpo DSS)

' DKCnepT B 061aCTy pa3paboTky 1 BHEAPEHWS peLleHUi
S I ‘ RY P I Ans co3gaHms umdpoBbIX YCAYr € CNonb3oBaHmeM I
Ha 6ase cepTudunLmpoBaHHbix CK3W, opraHmnsaumn

MOBWABHOrO AOKYMEHTO060pO0Ta 1 MOCTPOEHUS
PKI-nHdpacTpykTypsb!.

Bxogut B SafeTech Group.

STCrypt Ten.: e-mail:
sterypt.ru +7 (495) 120-99-09 info@safe-tech.ru




